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Checklist

[]

Identify the business scenarios and various threats both external and internal.

Identify potential sources and types of data - devices, applications, data bases

Map the sources of data with threat.

Identify the collection and retention requirement - Legal, Regulatory compliance

capability

Test and improve the forensic preservation, collection and chain of custody

Awareness of SoC and IR team forensic capability

Document evidence-based cases, describing the incident and its impact.

Ensure legal review to facilitate appropriate action in response to an incident

NN I I N s A A O

Test the sufficiency at regular intervals.

Applicable Standards

ISO 27037

1ISO 27041

ISO 27042

ISO 27043

Guidelines for
identification,
collection, acquisition
and preservation of
digital evidence

Guidelines on
assuring suitability
and adequacy of
incident investigation
method

Guidelines for
analysis and
interpretation of
digital evidence

Guidelines for
incident investigation
principles and
processes




