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Abstract : 

There are expectations from board members, CEOs and senior management at banks 
to implement robust cybersecurity practices. Cybersecurity no longer is a security 
risk limited to IT functions of an organization and there is an increasing recognition 
that it is now an integral part of operational risk management. This paper describes 
an optimal organizational structure called the “three-line-of-defense” model to 
implement a robust governance structure for cyber risk management within an 
organization. 
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1. Overview 

This paper looks at leveraging ‘The Three Lines of defense model’, initially published 
by the Institute of Internal Auditors in 2013, and adopts it for implementing robust 
cybersecurity functions within an organization. The generic framework of this model is 
shown below: 
 

 
 
The three-line defense describes a governance model, setting up an optimal 
organizational structure to separate business, risk management and audit functions to 
effectively manage the cybersecurity risk emanating from the use of information 
technologies in business. 

2. Information Technology: A Strategic 

Business Imperative 

The IT functions within organizations have evolved from being in the back seat to the 
front seat and from the front seat to the driver’s seat. Success stories from the likes of 
Netflix, Amazon and Uber have demonstrated that information technology is now 
embedded deeply in business functions and is required to drive transformational 
changes and has the potential to disrupt existing business models even in mature 
industries. Information technology, which was once a cost center, has now become a 
strategic business imperative. The following diagram shows the progression of 
evolution of technology though a journey of increasing important role it plays in 
business success. 
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Consequently, businesses are forced to evolve and enmesh the use of information 
technology to stay relevant, maintain competitiveness and pursue differentiation 
advantages. But the use of information technology also brings risks with it. The growth 
and availability of technology has lowered the barriers of entry for cyber criminals to 
launch sophisticated cyber attacks. If information technology is not managed 
appropriately, it can create exposure and present significant operational risk to the 
organizations.  

3. Cybersecurity management then and now 

Cyber Security Management therefore has also evolved  over a period of time to adopt 1

the risks emanating from the changing threat landscape. This evolution is shown in the 
diagram below: 

1  Cyber risk Mangement Evolution 
h�p://www.ey.com/Publica�on/vwLUAssets/ey-cyber-risk_management-across-the-lines-o
f-defense/$FILE/ey-cyber-risk%20management-across-the-lines-of-defense.pdf  
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The early phases of evolution focused on maintenance of systems and records, 
backups and basic antivirus tools. Over the period of time the metrics, monitoring and 
reporting become crucial as IT becomes more enmeshed as an operating system that 
drives the business. There is now increasing recognition that businesses need to 
address competitive pressures without compromising security requirements through a 
balanced approach to meet conflicting requirements.  
 
The security community has often advocated three triads, viz. People, processes and 
technology that are at the core of cybersecurity, it is increasingly becoming clear that 
the right governance that empowers and clearly defines roles and responsibilities is a 
must for effective adoption of security practices. Therefore, the right organizational 
structure is required where competing interests are not concentrated in a single role. 
This is where the three lines of defense model comes in. 

4. Three Lines of Defense Model 

The Three Lines of Defense model  provides a simple and effective way to enhance 2

communications with risk management and control by clarifying essential roles and 
duties within different organizational functions. These three lines of defense also take 
into consideration the checks and balances, addressing the conflicting interests and 
ensuring that the security objectives and business objectives are handled by different 
functions and an oversight is maintained through an internal audit function.  
 

2  IIA Position Paper: The three lines of defense in effective risk management and control, Jan 
2013 
https://na.theiia.org/standards-guidance/Public%20Documents/PP%20The%20Three%20Line
s%20of%20Defense%20in%20Effective%20Risk%20Management%20and%20Control.pdf  
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● Functions that own and manage risks : It is the business unit and the IT 
service provider that owns operational risks from solutions deployed to service 
the business unit’s objectives. 

● Functions that oversee risks:  The security introduces friction and represents 
essential non-functional requirements orthogonal to the business objectives. 
Competitive pressures, time constraints and cost concerns may drive business 
units away from establishing and meeting security requirements, perform a 
thorough risk assessment and consequently a separate function needs to be 
involved in overseeing the risks from business operations and maintaining risk 
registers.   

● Functions that provide independent assurance:  An independent audit team 
provides a high level of assurance to the governing body and senior 
management on the effective implementation of business and security 
objectives.  
 

The three lines of defense and an indicative set of interactions between these different 
functions for implementing a business solution as it goes through various phases are 
described below in the diagram. 
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4.1. First Line of Defense 

The first line is a business unit that has a business objective and wants to leverage 
technology solutions to meet its objectives. The solution may be built, acquired or 
outsourced. In each of these cases, it is important to consider the security implications. 
The first line of defense must consider the following: 
 

● Incorporating the security requirements in the business solutions 
● Following a secure software development lifecycle (SDLC) process 
● Implementing adequate controls when implementing and deploying a solution 

 
The build-deploy-operate model typically focuses on build-deploy more than the 
operation. Adequate planning to maintain the system and patch vulnerabilities must be 
baked into the planning. 
 
There are always security risks that exist even in well-defined systems, and it may 
require roadmap plans to address these risks. Business heads may need to assume 
risks and find compensating controls and develop roadmaps to address security 
concerns. 
 
The first line of defense is an innovation engine and business imperative that is 
focused on meeting business objectives and security is only a necessary secondary 
concern for them. Therefore under competitive pressures and tight timelines the 
security requirements that require additional resources, adds time to the delivery of 
the solution may be compromised or overlooked, consequently a second independent 
line of defense is required that is focused on security and risk management. 

4.2. Second line of defense 

The first line can benefit from well defined processes, security requirement templates, 
RACI matrix, technology solutions and other centralized functions, such as review of 
enterprise architecture, vendor management office etc. within the organization. These 
functions must be provided by the second line of defense within the organization. The 
second line of defense is responsible for maintaining the risk registers and must 
consider the following functions: 
 

● An empowered Chief Information Security Officer (CISO) role reporting into CRO 
● Maintenance of Risk Registers 
● Periodic review of the Risk Registers 
● Maintenance of RACI (Responsible, Accountable, Consulted, Informed) Matrix  
● Centralized Vendor Management Office 

 
The second line of defense is also responsible for developing a security aware culture. 
Such initiatives require support from top management. Senior executives must be 
cognizant that security is usually seen as a "necessary evil” and requires tough resolve, 
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adequate resource commitments and top management support without which it can’t 
succeed. 
 
Security is also an enabler because a stronger culture of security, mature processes 
and robust controls will give confidence to the organization to move with a faster pace 
of innovation, much like how brakes on the car allows us to drive faster. 
 
The second line of defense provides guidance to business functions, tracks risks, 
assists in security requirements and drives implementation of best practices, however 
there must be an independent assurance that is required. This is where the third line of 
defense comes in. 

4.3. Third Line of Defense 

The third line of defense provides assurance to senior management and the board that 
security policies and processes are being followed and are in alignment with business 
goals and objectives. 
 

● Verify that security requirements are met 
● Perform periodic Information Technology Assessments and reports findings to 

the Audit Committee 
 
The third line of defense provides the requisite confidence to the top management 
about the strength of the security framework being pursued by the organization. It 
helps identify gaps and provides opportunities to fine-tune and course correction. 

5. Role and Responsibilities of Senior 

Management and the Governing Body/Board 

and Audit Committee 

The risk management problem exists in all organizations. For effective risk 
management, accountability of roles and assignments of appropriate responsibilities 
that do not create conflicts must be defined, the right set of procedures instituted to 
facilitate good governance practices. The assignment of roles and responsibilities for 
effective governance and its oversight is the responsibility of senior management. 
Consequently, the senior management must ensure that there is independence 
amongst the three functions, viz: 
 

1. Business Unit 
2. CRO and CISO 
3. Internal Audit 

 
Security and risk assessment is an integral part of developing a new capability or 
operating a business function. Risk management is a shared objective of all three 
functions, consequently all of these functions must operate within a common risk 
management function. While the “Risk Avoidance” is a management decision, the “Risk 
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Assumption” is a business unit decision. Appropriate controls and measures must be 
put in place in consultation with the senior management for Risk Reduction and Risk 
Transfer. A framework for risk management is shown below: 
 

 
 
The three functions, which are part of the three lines of defense, share various parts of 
these risk management responsibilities. Senior management must set reporting 
requirements, and the processes within the organizations should include checkpoints 
and gates for evaluation and governance of the risk for appropriate handling of these 
risks. 

6. Recommendations 

These three lines of defense are a suggested approach that empowers different 
functions within the organization with different sets of objectives so justice is done to 
the security practices, there is a methodical approach to risk management. 
Consequently, the following main recommendations are made for development of 
these three lines of defense model in an organization: 
 

● Setup a conducive organizational structure that supports the 3-line of defense 
model 

● Empower the roles to effectively execute their responsibilities 
● Set Up regular management reporting to ensure that there is adequate risk 

management and support needed for the right governance 
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