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Abstract : 

There are expectations from board members, CEOs and senior management at banks 
to implement robust cybersecurity practices. Cybersecurity no longer is a security 
risk limited to an organization’s IT functions, and there is an increasing recognition 
that it is now an integral part of operational risk management. This paper describes 
some key baseline security measures that organizations must consider to strengthen 
their cyber resilience. 
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1. Overview 

Cybersecurity risk is now a board-level conversation, and it is simply not an IT risk 
anymore. The governor of the Bank of Bangladesh resigned because of the infamous 
heist  in 2016 at the central bank of the country. The CEO of Equifax, Richard Smith, 1

had to step down after 12 years of tenure because of a data breach. Similarly, the 
Target data breach also led to the ouster of its CEO Gregg Steinhafel . The GDPR  and 2 3

the proposed Data Protection bill  have placed significant penalties for data privacy 4

breaches. The following table provides organizational liabilities arising from data 
privacy breaches: 
 

EU GDPR  Data Protection Bill 

Lower Level : Up to €10 million, or 2% of 
the worldwide annual revenue of the 
prior financial year, whichever is higher 

Penalties up to ₹50 Million or 2% of the 
data fiduciaries’ total worldwide turnover. 

Upper Level : Up to €20 million, or 4% of 
the worldwide annual revenue of the 
prior financial year, whichever is higher. 

Failing to adhere to security safeguards 
and illegal transfer of data outside India, 
the penalties would be up to ₹ 150 
Million or 4% of the total worldwide 
turnover. 

 
The recent co-operative bank incident underscores that the liabilities of an 
organization from a cyber incident could erode not just profitability but also the 
hard-earned trust of its customers. Such breaches may cause large-scale disruption to 
business operations by attracting media attention and forcing senior executives to 
answer tough questions, and thus diverting organizational resources to incident 
responses rather than business operations. Consequently, senior executives and board 
members must ensure the adequacy of steps taken to strengthen cyber resiliency and 
provide conscious support to cyber security programs.  
 
Cyber security is a specialized topic and the idea of what controls to implement may be 
subjective. Based on an analysis of several incidents that we have seen in the last few 
years, we find that 80% of the security vulnerabilities could be addressed through some 
key baseline security and that the Pareto principles hold true even in case of cyber 
security. Consequently, if organizations are focused on addressing the common 
origination vectors of key security issues, there is much to be gained in terms of 
strengthening the overall posture of cyber resiliency.  

1  Wikipedia,  Bank of Bangladesh Robbery , 
https://en.wikipedia.org/wiki/Bangladesh_Bank_robbery  

2  Forbes,  CEO Disconnect On Cybersecurity Increases Risk Of Breaches , 21 Mar 2018 
https://www.forbes.com/sites/forbestechcouncil/2018/03/21/ceo-disconnect-on-cybersecu
rity-increases-risk-of-breaches/#6176b13f3e53  

3  GDPR,  https://eugdpr.org/  
4  MeitY,  Personal Data Protection Bill , 

http://meity.gov.in/writereaddata/files/Personal_Data_Protection_Bill%2C2018_0.pdf  

https://en.wikipedia.org/wiki/Bangladesh_Bank_robbery
https://www.forbes.com/sites/forbestechcouncil/2018/03/21/ceo-disconnect-on-cybersecurity-increases-risk-of-breaches/#6176b13f3e53
https://www.forbes.com/sites/forbestechcouncil/2018/03/21/ceo-disconnect-on-cybersecurity-increases-risk-of-breaches/#6176b13f3e53
https://eugdpr.org/
http://meity.gov.in/writereaddata/files/Personal_Data_Protection_Bill%2C2018_0.pdf


The following diagram shows a statistical sample of observed incidents in the Indian 
financial sector: 

 
Fig.1: Analysis of Cybersecurity Incidents, 22 sample cases in Q1 2017 

 
Security requires investment, adds to the operational overhead and thus is seen as 
eating away into the profitability of the organization. Therefore information security 
function must invest judiciously  in security and ensure key controls are in place. The 
selection and implementation of security controls should be driven by cost-benefit 
analysis. 
 
Organizations must also break from the shackles of compliance driven approaches to 
security management. In the current digital era, information security function should 
be  acknowledged as an integral and inherent function to support core business 
operations. This requires a top-down approach and executive leadership/senior 
management commitment. 
 

2. What security controls should organizations 

focus on first? 

The key baseline security controls suggested are based on studies of the following 
frameworks and harmonizing it based on industry-level maturity: 
 

● RBI June 2016 Circular   5

● The NIST (National Institute of Standards and Technology) Cybersecurity 
framework  6

● UK Cyber Essentials Program 
 
The banking sector in India is governed by the RBI June 2016 Circular (see 
Appendix-C). The NIST framework, which has been issued as a standard for U.S. 

5  See Appendix C 
6  NIST Cybersecurity Framework,  https://www.nist.gov/cyberframework  

https://www.nist.gov/cyberframework


government agencies to adopt, is an internationally acceptable guideline worldwide. 
NIST Framework is depicted as follows: 
 

 
 
While, NIST framework focuses on the 5 tenets of cyber security, the UK Cyber Essential 
Program  focuses on the following areas: 7

● Firewall : Securing Internet connection 
● Authentication : Securing devices and software 
● Authorization and Access Control : Controlling access to data and services 
● Endpoint Security : Protecting from viruses and other malware 
● Patching : Keeping devices and software up to date 

 
The UK Cyber Essential program was developed using risk scenario to justify the five 
controls that are the minimum needed to ensure an organization is confident about 
adequately protecting its system. 
 
While the UK Cyber Essential program is bare minimal, the NIST cybersecurity 
framework, being a globally accepted standard, has been adopted as a baseline for our 
approach in this whitepaper to identify key security controls that would be applicable 
to financial institutions. The following guiding principles have driven the selection of 
these controls: 
 

1. Cyber security is no longer just an IT issue but is a board level issue. Cyber 
security awareness at various levels including the board, top management, 
middle management and employees is imperative and plays a key role in 
establishing a  ‘cyber security’ culture within an organization 

2. Within a financial organization, there are some systems that are considered 
critical because these connect to payment systems and therefore network 
segmentation as a layered defense is important for financial institutions. 

7  National Cyber Security Center, Cyber Essentials,  https://www.cyberessentials.ncsc.gov.uk/  

https://www.cyberessentials.ncsc.gov.uk/


3. There is a large dependency on the third parties in the financial sector; 
consequently, there is a need to mitigate risk from the third party. 

4. A large number of vulnerabilities are becoming known and exploited due to 
poor application design, improper configuration and weaker passwords. With a 
large number of tools available to the hacker and developer community to 
identify software weaknesses, it is easy for attackers to find vulnerabilities and 
exploit them; consequently, it is important to focus on secure software 
development lifecycles as one of the key security controls. 

 
Detecting, responding and recovering are some advanced capabilities in an evolving 
cyber security maturity roadmap for any organization. 

3. Key Baseline Security Controls 

We need some key security measures to establish a strong foundation on which the 
organization’s security is built. These security measures could provide an edifice on 
top of which additional security controls could be built. They are the important 
controls an organization must focus primarily on. Cyber risks can be mitigated by 
implementing controls, but it is difficult to eliminate 100% of the risks. There are 
always some residual risks because of the various dimensions that security 
implementation requires. 
 

 

The Principle of Fragility of Good Things 

... for systems belonging to the singular part of the stability 
boundary, a small change of parameters is more likely to 
send the system into an unstable region than into a stable 
region. This is a manifestation of a general principle stating 
that all good things (e.g. stability) are more fragile than bad 
things. It seems that in good situations a number of 
requirements must hold simultaneously, while to call a 
situation bad even one failure suffices. 
 

- Vladimir Arnold in his book Catastrophe Theory 

 
Key Baseline Security is enumerated below and each of them has an OCR (Objective, 
Complexity and Responsibility) matrix that helps clarify why and how an organization 
can implement these controls and who should be responsible for implementing these 
controls. In these OCRs, we provide a bulleted list of objectives, and the “Complexity” 
is categorized into “Low”, “Medium” and “High”. 
 
All these controls are crucial for enhancing an organization’s cyber security posture 
and are to be prioritized by the information security function. Security is fragile and 
many things need to align for it to work. A single loophole could render all expensive 
controls ineffective. Consequently, foundational security covered through these key 
baseline requirements asks for a tight ship. 
 



3.1. Identify 

3.1.1. Asset Management  

The organization should maintain a list of all assets, which includes physical assets 
such as desktop, laptops, servers, ATMs, IoT devices as well as digital assets such as 
software, information and data assets. It is ideal to automate information assets 
collection and maintenance, because this can quickly become manually impossible to 
maintain. There are commercial tools that can assist in collecting such information, 
such tools are also not hard to build. This asset inventory should include information 
about versions of operating systems,  versions of software installed on the system, the 
network address allocated to them etc. 
 

Asset Management 

  Objectives  Asset management is a foundational control. The strength 
of the asset inventory management process and its 
coverage will help determine success with several other 
controls. Ensure appropriate utilization of the asset 
inventory to strengthen other controls. 

● Maintain an up-to-date list of Assets 
● Implement Automation to discover assets 
● Use this asset inventory information for 

implementing other controls and measure coverage 

  Complexity   High 

  Responsibility  The IT team is responsible for asset management. They 
should publish metrics on patches and unpatched systems 
on a periodic basis. 

 

3.1.2. Governance 

Governance is a key aspect to drive the culture of cyber security within an 
organization. This has to be a top-down approach with the organization’s leadership 
playing a pivotal role in establishing and implementing a cyber security framework 
within an organization. Some of the elements to define a cyber security framework are 
as follows: 
 

● Organizational cybersecurity policy and procedures are established and 
communicated 

● Cyber security roles and responsibilities are defined 
● The framework addresses legal and regulatory requirements 
● As a part of the policy framework, some of the key policies including incident 

and crisis response policy will be prepared to provide the relevant guidance to 
for effective implementation of incident and crisis management response plans 

● Additionally, some other key documents such as forensic preparedness 
procedures documents should be defined as a part of the policy framework 



  
  

Governance 

   Objectives  Governance is the building block for 
implementation of effective cyber security 
framework within an organization 

● Establish and communicate the 
organizational policies 

● Provide guidance for effective 
implementation of key processes including 
incident and crisis management and forensic 
preparedness procedures 

   Complexity  High 

   Responsibility  Information Security function along with the Board 
members are responsible for establishing a robust 
cyber security governance framework. 

  

3.1.3. Third Party Risk Management 

Enterprises do not operate in isolation, they are dependent upon a complex network of 
third-party relationships. This complex dependency also creates cyber risks  that may 
come from vendor systems or their products. Many of the cyber incidents have 
happened because of the weakness in the security of the vendors . Some of these 8

global incidents are shown on a timeline below: 

 
Source: 2018 Deloitte Touche Tohmatsu India LLP  9

8  Live Mint, Malware caused India’s biggest debit card data breach: Audit report , 10 Feb 
2017, 
https://www.livemint.com/Industry/jVF2Aw72w0DcBsUGseV0UP/Malware-caused-Indias-big
gest-debit-card-fraud-Audit-repor.html  

9  ReBIT Webinar, Vendor Risk Management, 
https://rebit.org.in/webinar/vendor-risk-management  

https://www.livemint.com/Industry/jVF2Aw72w0DcBsUGseV0UP/Malware-caused-Indias-biggest-debit-card-fraud-Audit-repor.html
https://www.livemint.com/Industry/jVF2Aw72w0DcBsUGseV0UP/Malware-caused-Indias-biggest-debit-card-fraud-Audit-repor.html
https://rebit.org.in/webinar/vendor-risk-management


  
Organizations require better visibility of the risks that come with the third parties. As a 
result, regulators are also recognizing the need for organizations to adopt and 
implement a more robust third-party risk management framework. Some  legal and 
regulatory requirements, specific to Indian entities, are showcased below: 
 

 
Source: 2018 Deloitte Touche Tohmatsu India LLP  10

 
In addition to the above legal and regulatory requirements, both the GDPR and Draft 
Data Protection Bill, have provisions to impose penalties on organizations in the event 
of a data breach. With organizations increasingly outsourcing their core business 
processes and other support functions to third parties, these (GDPR and Data 
Protection Bill) will have a significant impact on third party risk management (TPRM) 
assurance. 
 
 

Third Party Risk Management 

  Objectives  ● Setup a centralized Vendor Governance and Risk 
Management Office, typically within the COO 
organization. 

● Categorizing third parties based on their criticality 
on business objectives and different levels of 
assurance needed 

● Define the key performance indicators and 
determine means of regular measurement of these 
KPIs. 

● Set up regular reporting to key stakeholders 
● Determine areas of automation in accessing and 

monitoring of the vendors 

  Complexity   High 

  Responsibility  Business Units & Vendor Management Office 

 

10  ReBIT Webinar, Vendor Risk Management, 
https://rebit.org.in/webinar/vendor-risk-management  

https://rebit.org.in/webinar/vendor-risk-management


3.2. Protect 

3.2.1. Implement network segmentation 

Network segmentation is an important aspect of network design that separates 
systems and users through controlled networking appliances. A proper network 
segmentation design can protect access to critical systems by restricting connectivity 
and blocking network scans and discoveries. It provides mechanisms to segregate 
supporting functions’ network (such as HR and finance), engineering, production (such 
as SWIFT, ATM & associated payment infrastructure, CBS, Management workstations) 
and guest networks, etc. It also provides network logging, which consequently may 
help detect anomalous network activity, when these logs are aggregated into SIEM 
(Security Incident and Event Management). It also enables better routing, access 
controls and policy controls. In general, network segmentation is important for proper 
governance of the network. Many major incidents have resulted from lack of proper 
network segmentation where the user’s machine with internet access was on the same 
network as the critical systems such as SWIFT and ATM switches. Hence, this basic 
tenet of network security is a key requirement for any organization. 
 

Implement Network Segmentation 

  Objectives  The network segmentation should have the following 
objectives: 

● Critical systems or crown jewels (any system that 
connects to external payment or transaction 
network) of an organization should be on a logically 
separate network of their own with limited access to 
Internet from this network (Internet surfing and 
emails should be blocked on these network) 

● Monitor all traffic to and from these network on a 
regular basis 

  Complexity   Medium 

  Responsibility  The responsibility of proper network segmentation lies 
with the network engineer and IT administration. The CISO 
should play an important role in defining the network 
segments in accordance with the IT policies of the 
organization. 

 

3.2.2. Firewalls and Secure Communication Channels 

Organizations should implement a perimeter firewall to protect internal systems and 
assets from external probes and attacks. The internet facing web applications should 
be hosted in a demilitarized zone (DMZ), behind the perimeter firewall. As the internet 
facing web applications are exposed to attacks, it is recommended that in addition to 
the external perimeter firewall, internal systems such as databases and log 
aggregators should have a further firewall separation and all communications between 



the internet facing web applications and internal resources should pass through this 
second firewall. The secondary firewall thus provides another tier of protection, as it 
has a different set of port configurations for inbound and outbound connections, such 
as connectivity to databases and connectivity to log aggregation servers and for SIEM 
integration. 
 
 

Firewalls and Email Security 

  Objectives  Firewalls are the most important controls that enable the 
network and the endpoints to protect unauthorized access. 
 
Email and mobile communications are increasingly used to 
transact and reset passwords, and consequently financial 
institutions must ensure that they use verified emails and 
mobiles only. 
 
Given the large number of malware infections happening 
via the email communication channel, there is a need to 
implement anti-spoofing measures in the e-mail service .  11

 
In addition, the email attachments should be scanned for 
the virus before they are delivered to the user’s inbox. 

  Complexity   Low 

  Responsibility  IT and Network Administrator. CISO should be consulted, 
and Enterprise Architects must maintain the enterprise 
wide network architecture. 

 

3.2.3. Data and Endpoint Security 

All major cyber crimes have occurred through infiltration of malicious software on 
machines belonging to organizations. These kinds of crimes, also called Advanced 
Persistent Threat (APT), are usually initiated with compromising endpoints. By ensuring 
that the endpoints are adequately protected, risks from such attacks are mitigated. 
 
In addition to the perimeter and DMZ firewall, all systems including servers, desktops 
and laptops must have software based personal firewalls enabled on them. These 
firewalls come embedded in the operating system. These personal firewalls should be 
managed via policy configuration. The configuration of these personal firewalls should 
be followed as part of system hardening procedures. 
 

Endpoint Security 

  Objectives  All endpoints must be protected, either because they 
themselves may be a target or a compromised endpoint 

11 DMARC technology can help provide a robust email governance and block spoofing attacks 



might be used as launchpad for attacks or lateral 
movement (ability of malicious code to propagate within 
the network): 

● Install antivirus programs on the users endpoints 
● Protect endpoints from malicious attacks by blocking 

unauthorized programs (whitelisting) 
● Keep the endpoints updated to prevent exposure 

from known vulnerabilities (patch management) 
● Harden the platform (operating systems) for security 
● Implement personal firewalls 

  Complexity   Medium to High 

  Responsibility  IT Administrator. CISO should be consulted and should 
track the coverage of endpoints so protected. 

 

3.2.4. Patch Management  

Humans are not perfect and any software we develop would have bugs, new ways of 
exploiting software weaknesses are often discovered by security researchers. That is 
why software and solution providers are regularly releasing patches and software 
upgrades. All software has a life of their own and they need to be regularly maintained 
and updated to defend against publicly known vulnerabilities. Therefore patch 
management is extremely important. The average time to close a discovered 
vulnerability is 67 days , and it takes an average of 22 days to develop an exploit to a 12

disclosed bug. Many of the large breaches are attributed to poor patch management 
practices in the organization. 
 

How much time it takes to develop an exploit against a known vulnerability
 13

The exploited development time ranges, but is generally relatively short. 
Approximately 71 percent of the exploits were developed in a month (31 days or 
less), almost a third (31.44 percent) were developed in a week or less, and only 10 
percent took more than 90 days to exploit. The majority of the exploits took between 
6 and 37 days to become fully functional (with a median of 22 days, a minimum of 1 
day, and a maximum of 955 days). 

 
The elapsed time between identification of vulnerability and patching of vulnerability is 
known as exposure. The main objective of a robust patch management process is to 
reduce this exposure. 
 
 

Patch Management 

12  Edgescan, Vulnerability Statistics Report, 2018 
https://www.edgescan.com/wp-content/uploads/2018/05/edgescan-stats-report-2018.pdf  

13  RAND Corporation,  The Life and Times of Zero-Day Vulnerabilities and Their Exploits , 2017 
https://www.rand.org/content/dam/rand/pubs/research_reports/RR1700/RR1751/RAND_R
R1751.pdf  

https://www.edgescan.com/wp-content/uploads/2018/05/edgescan-stats-report-2018.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RR1700/RR1751/RAND_RR1751.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RR1700/RR1751/RAND_RR1751.pdf


  Objectives  ● Build a repository of clean OS and software patches 
from which the systems and servers can be updated 

● Identify the vulnerabilities through regular scans 
● Ensure product security vulnerability feeds and 

notifications are available from the vendors 
● Prioritize patches based on several factors such as 

risk, number of days the vulnerability has been 
known, criticality of the system, etc 

● Setup a test bed for validating the patch 
● Build mechanisms to automate the patching of the 

system, such as automated patching and automated 
verification of the updated server. 

● Develop a maintenance schedule 
● Develop a roll-back plan 

  Complexity   High 

  Responsibility  IT - Patch Management Team 

 
Automating user devices and operating system patches are usually easy to achieve, 
and the complexity comes in when production servers need to be patched. 

3.2.5. Cyber Security Awareness 

If we look at all the recent breaches that have occurred, we are as strong as the 
weakest link, in this case the human element. Dealing with the human element 
requires continuous engagement with employees, enhancing their security awareness 
and an incessant desire to improve security.  
 
Emails and internet are the main attack vectors through which cyber criminals use 
social engineering and try to infiltrate an organization. Employees should be aware of 
online safety, spotting and reporting phishing emails. Each employee must be made 
aware of organizational policies, what are good and bad behavior and should be a 
stakeholder in security. Organizations may consider setting up intranet communication 
channels for reporting security concerns. 
 
When we are building strategies for cybersecurity awareness we need to understand 
the types of user vulnerabilities that might exist in an organization, some of which are 
enumerated below: 
 
 

● Social Engineering 
● Lack of judgement 
● Human error 
● Ignorance  
● Haste 
● Over-smart 
● Disgruntled  
● Malicious  

 



The core of any awareness program is to change the behavior of users towards a more 
desired behavior. The development of a security culture takes time and requires 
continuous engagement. 
 

Cyber security awareness 

  Objectives  ● Define policies for acceptable user behavior 
● Make policy training part of employees onboarding 

process 
● Collect metrics on policy violation and security 

incidents and use it to build the foundation of the 
awareness program 

● Develop a culture of security through regular 
engagement, through different channels, updating 
employees about good and bad security behavior 

● Underscore the importance of the security programs 
that are being run 

● Access Governance through periodic access reviews 
and certification 

● Separation of duties  

  Complexity   High 

  Responsibility  IT, HR & Business Units 

 

3.2.6. Identity and Access Management 

The most important building blocks of cybersecurity are identity verification and 
access control. Every other element of security depends on the system identifying the 
user and validating their permissions to various resources. 
 
Access control topologies in information technology span both the digital as well as 
the physical world. It is equally important to secure a server room door with a lock as it 
is to secure the server itself with a password. 
 

Identity Authentication and Access Control 

  Objectives  ● Establish the bounds and rights of various 
role-based archetypes in the organization to create 
role based access control through setup of 
enterprise authentication system such as LDAP or 
Microsoft’s Active Directory 

● Implement multifactor authentication for critical 
systems 

● Implement use of dynamic password as opposed to 
static password 

● Ensure maker-checker roles for high assurance 
access controls  

  Complexity   High 



  Responsibility  CISO and IT 

 
 
 

3.2.7. Secure Software Development Life Cycle (S-SDLC) 

A well-defined software development life cycle (SDLC) is essential to developing more 
reliable and bug-free software. ‘Security by design’ approach offers the best defense 
against cyber threats. The cost of fixing a security defect is progressively higher in the 
later stages of software development life cycle . Consequently, a security conscious 14

approach to software development should be adopted. If a vendor is engaged to build 
the solution, organizations still must make sure that security is embedded in the entire 
software lifecycle.  
 

Secure Process  Elements of 
Trustworthy Systems 

Secure Standards 

 

● Secure 
communications 

● Use of HSM for high 
assurance 

● Platform integrity 
● Code signing 
● Trusted execution 

environment 

● Information 
Assurance 

● ISO 27034 
● NIST FIPS/USGv6 
● TCG 

Source: Cisco  15

 
Several frameworks that now focus on secure software development: 

● Microsoft uses a Security Development Lifecycle (SDL)  process to consider and 16

implement security at each stage of product’s development to support the 
motto of “Secure by Design”, “Secure by Default” and “Secure in Deployment and 
Communication” (known as SD3+C). The framework is designed to help reduce 
the security related design and coding defects and minimize the severity of any 
remaining defects. 

● ReBIT’s SSDLC framework  provides inputs on security considerations at various 17

product development stages. The SSDLC was designed with an understanding 
that evolving nature cyber threats make a focused security risk assessment 

14  Journal of Information Systems Technology and Planning,  Integrate Software Assurance into 
the Software Development Life Cycle , January 2010 
https://www.researchgate.net/publication/255965523_Integrating_Software_Assurance_into
_the_Software_Development_Life_Cycle_SDLC  

15  Building Trustworthy Systems, 
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/building-tru
stworthy-systems-with-CSDL.pdf  

16  Microsoft SDL process,  https://www.microsoft.com/en-us/SDL/process/design.aspx  
17  ReBIT’s SSDLC process,  https://rebit.org.in/frameworks-and-best-practices  

https://www.researchgate.net/publication/255965523_Integrating_Software_Assurance_into_the_Software_Development_Life_Cycle_SDLC
https://www.researchgate.net/publication/255965523_Integrating_Software_Assurance_into_the_Software_Development_Life_Cycle_SDLC
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/building-trustworthy-systems-with-CSDL.pdf
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/building-trustworthy-systems-with-CSDL.pdf
https://www.microsoft.com/en-us/SDL/process/design.aspx
https://rebit.org.in/frameworks-and-best-practices


imperative. Cost of fixing a security defect increases exponentially at later 
stages of SDLC and “Secure by design” provides for the best defense from cyber 
threats. 

 
 

Secure Software Development Life Cycle  18

  Objectives  Implement a robust secure SDLC process that includes: 
● Product security requirements 
● Managing the third party software libraries and 

dependencies 
● Secure design and threat modeling (some of the 

approaches that are used in threat modeling are 
STRIDE , PASTA , DREAD  and VAST) 19 20 21

● Secure coding that encourages use of safe libraries, 
input validation, integrity checks and code signing 

● Static code analysis 
● Vulnerability and penetration testing 
● Security certification and education for the 

developers 

  Complexity   Medium 

  Responsibility  IT Security Engineering, Business Unit, CISO 

 

4. Conclusion 

While this whitepaper has primarily focused on ‘Identify’ and ‘Protect’ tenets of a cyber 
security framework, the subsequent white papers will touch upon the remaining i.e. ‘ 
Detect’, ‘Respond’ and ‘Recover’ aspects. Even though all the five pillars are extremely 
critical components to enhance the cyber security maturity of any organization, the 
first two play a key and pivotal role in effective implementation of a robust cyber 
security framework. 

   

18  Synopsis,  Software Integrity , 
https://www.synopsys.com/blogs/software-security/secure-sdlc/  

19  STRIDE  https://en.wikipedia.org/wiki/STRIDE_(security)  
20  Process for Attack Simulation and Threat Analysis, 

http://m.isaca.org/chapters5/Ireland/Documents/2013%20Presentations/PASTA%20Method
ology%20Appendix%20-%20November%202013.pdf  

21  DREAD,  https://en.wikipedia.org/wiki/DREAD_(risk_assessment_model)  
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http://m.isaca.org/chapters5/Ireland/Documents/2013%20Presentations/PASTA%20Methodology%20Appendix%20-%20November%202013.pdf
https://en.wikipedia.org/wiki/DREAD_(risk_assessment_model)


5. Appendix-A: Key Baseline Controls 

Key Baseline Controls To Strengthen Cyber Resilience 

1. Network Segmentation  2. Asset management  3. Firewalls and 
Communications 

     

Critical systems of an 
organization should be on a 

logically separate network with 
limited access to Internet 

The strength of the asset 
inventory management process 

and its coverage will help 
successful implementation of 

several other controls 

Firewall should be enabled on 
the network perimeter to protect 

unauthorized access to 
networked devices 

4. Endpoint Security  5. Patch Management  6. Cybersecurity Awareness 

     

Harden endpoints by disabling 
unused network ports, blocking 
USB access, implementation of 
personal firewall, encryption of 
hard drive and maintaining an 

updated antivirus program   

Software and OS vulnerabilities if 
unpatched will result in exploits 
by malicious actors, therefore a 

robust patch management 
practice is an important control 

Implement a cybersecurity 
awareness program to help 

employees adopt good security 
practices, identify security 
threats and report them 

7. Identity Authentication and 
Access Control 

8. Third Party  Risk 
Management 

9. Secure Software 
Development Lifecycle 

     

Implement minimal strength 
password requirements and 
access control to ensure that 

resources within the 
organization is accessed by only 

authorized users and roles 

Implement centralized risk 
management program that 

includes independent audit and 
periodic assessment of the third 

party’s information security 
posture 

Most software development 
must start with security 

requirements that considers 
security in the design and 

configuration 

 



6. Appendix-C: RBI Baseline Cyber Security and 

Resilience Requirements 

 
 

Annex 1 - Baseline Cyber Security and Resilience Requirements 

Inventory 
Management of 
Business IT 
Assets 

Preventing 
execution of 
unauthorized 
software 

Environmental 
Controls 

Network 
Management 
and Security 

Secure 
Configuration 

Application 
Security 
Lifecycle 
(ASLC) 

Patch/Vulnerabil
ity & Change 
Management 

User Access 
Control/ 
Management 

Authentication 
Framework for 
Customers 

Secure mail 
and messaging 
systems 

Vendor Risk 
Management 

Removable 
Media 

Advanced 
Real-time Threat 
Defense and 
Management * 

Anti-Phishing Data Leak 
Prevention 
Strategy * 

Maintenance, 
Monitoring, and 
Analysis of 
Audit Logs 

Audit Log 
Settings 

Vulnerability 
assessment and 
Penetration Test 
and  Red Team 
Exercises * 

Incident 
Response & 
Management * 

Risk based 
transaction 
monitoring * 

Metrics * Forensics * User/Employee/ 
Management 
Awareness 

Customer 
Education and 
Awareness 

 

 
*  These controls are not covered in this paper, but are part of minimal baseline 

controls in the RBI’s Cybersecurity Framework 
 
Mapping of the key baseline controls against the RBI’s cybersecurity 

framework minimal baseline controls:  

Implement Network 
Segmentation 

Network Management and Security 
 

Asset Management  Inventory Management of Business IT Assets  

Firewall  Network Management and Security 

Endpoint Security  Environmental Controls (Physical controls) 
Preventing execution of unauthorized software 
Removable Media 
Secure Configuration 



Patch Management  Patch/Vulnerability Management 

Cybersecurity 
Awareness 

User/Employee/Management Awareness 
Customer Education and Awareness 
Secure mail and messaging systems 

Identity 
Management and 
Access Control 

Change Management 
Audit Log  
User Access Control/ Management 
Authentication Framework for Customers 

Third Party Risk 
Management 

Vendor Risk Management 

Secure Software 
Development 
Lifecycle 

Application Security Lifecycle (ASLC) 
Vulnerability assessment and Penetration Test  

 
 

   



7. Appendix-B: Third Party Risk Assessment 

Framework 

 
Source: 2018 Deloitte Touche Tohmatsu India LLP  22

   

22  ReBIT Webinar, Vendor Risk Management, 
https://rebit.org.in/webinar/vendor-risk-management  

https://rebit.org.in/webinar/vendor-risk-management
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About ReBIT 
 
Reserve Bank Information Technology Private Limited 
(ReBIT), has been set up by the Reserve Bank of India to 
serve its IT and cybersecurity needs and to improve the 
cyber resilience of the Indian banking industry. 
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No part of this publication may be reproduced or 
transmitted in any form or by any means, including 
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Cybersecurity Business Insights 
Paper Series 
 
Cybersecurity is an operational necessity, and board 
members and senior executives are required to 
adequately address the risk emnating from cyber crimes 
and data breaches. The “Cybersecurity Business Insights” 
paper series is designed to provide coverage of 
cybersecurity topics most pertinent to business leaders. 
These topics will enable senior executives in setting the 
right governance structures and policies, creating the 
right expectations and defining priorities, building a 
talent pool to address the cybersecurity needs of the 
organization and take a risk-driven informed approach to 
cybersecurity implementation within their organizations. 

 
 
Disclaimer 
 
This document is intended for general informational 
purposes only and does not take into account the 
reader’s specific circumstances, and may not reflect the 
most current developments. ReBIT disclaims, to the 
fullest extent permitted by applicable law, any and all 
liability for the accuracy and completeness of the 
information in this document and for any act or 
omissions made based on such information. ReBIT does 
not provide legal, regulatory, audit or tax advice. 
Readers are responsible for obtaining such advice from 
their own legal counsel and other licensed professionals. 
No part of this publication may be reproduced, adapted, 
stored in a retrieval system or transmitted in any form by 
any means, electronic, mechanical, photocopying, 
recording or otherwise, without the prior permission of 
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https://rebit.org.in/newsletter  

 

 

https://rebit.org.in/
https://www.linkedin.com/company/reserve-bank-information-technology-pvt-ltd
https://www.linkedin.com/company/reserve-bank-information-technology-pvt-ltd
https://twitter.com/reservebankit
mailto:communications@rebit.org.in
https://rebit.org.in/newsletter

