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1. Overview 
In 2017, GDP in India stood at around $2.61 trillion  and India targets to double its GDP to $5 1

trillion in the next 7-8 years. India, which is currently the 6th largest economy  in the world and 2

which has a sustained growth rate of around 8%, will likely surpass the GDP of UK, Germany 
and Japan to become the third largest economy in the next several years .  3

 
India’s GDP Growth Projects 

 
Hans Rosling, the author of Factfulness and an eminent statistician, predicts that the economies 
of India and China will surpass the leading Western economies by 2048, based on statistical 
modeling and growth projections. 
 
Needless to say, India is on a stronger growth trajectory and digital payments will play an 
integral role in economic growth.  
 
In this brief analysis, government initiatives for promoting digital payments and the current 
digital landscape are examined. A brief note on drivers of growth in digital payments and some 
technology interventions that banks can consider to strengthen the security of payment systems 
is described.  

1 Statista, GDP projections India, 2018 
https://www.statista.com/statistics/263771/gross-domestic-product-gdp-in-india/  

2 WikiPedia,  GDP by Countries ,  https ://en.wikipedia.org/wiki/List_of_countries_by_GDP_(nominal)  
3 Hans Rosling, The Rise of Asis,  https://www.youtube.com/watch?v=fiK5-oAaeUs  

https://www.statista.com/statistics/263771/gross-domestic-product-gdp-in-india/
https://en.wikipedia.org/wiki/List_of_countries_by_GDP_(nominal)
https://en.wikipedia.org/wiki/List_of_countries_by_GDP_(nominal)
https://www.youtube.com/watch?v=fiK5-oAaeUs


2. Government initiatives and consistent efforts at 
promoting the less-cash economy  
Behind all this growth, there is an incessant push to promote digital payments. In the second 
half of 2016, the Ratan Watal Committee was setup to study this problem and recommend a 
midterm plan to promote digital payments in India .  An interim report on digital payments 4

submitted by a committee of chief ministers in early Jan 2017, outlined measures to promote 
adoption of modes of digital payments at the national and state levels. The government, in its 
union budget for 2017-18, set a target of 25 billion digital payments  through the use of UPI 5

(unified payments interface), USSD (unstructured supplementary service data), Aadhaar Pay, 
IMPS (immediate payment service) and debit cards, which now seem tangible as the UPI 
transaction inches towards half a billion transactions per month . 6

 
An HBR article reports that India ranks high in terms of costs associated with handling cash . As 7

per publication  by Tuft University and NIBM, the cost of handling cash in India is approximately 8

₹ 21,046 Crore. India still needs to invest efforts in digital readiness to effectively realize the 
benefits of a cashless and less cash society.  

 
Amidst all the expectations and push for digital economic growth, security considerations also 
have not been overlooked, and the Committee of Chief Ministers in its interim report advised the 
setup of a Digital Payment Security Committee with an objective to evaluate the process and 
technical robustness of various payment channels. The Ministry of Electronics & Information 

4  Ministry of Finance, Govt. of India,  Committee on Digital Payments, Medium Term 
Recommendations to Strengthen the Digital Payments in India , 09 Dec 2016, 
http://finance.du.ac.in/du-finance/uploads/pdf/Reports/watal_report271216.pdf 

5 LiveMint,  Govt departments submit plans to meet digital transaction goal , 01 May 2017, [online] 
https://www.livemint.com/Politics/GmhURcPLLXFj0LxQ1ctGqK/Govt-departments-submit-plans-to-me
et-digital-transaction-go.html  

6 NPCI, UPI Product Statistics,  https://www.npci.org.in/product-statistics/upi-product-statistics  
7 The Countries That Would Profit Most from a Cashless World 

https://hbr.org/2016/05/the-countries-that-would-profit-most-from-a-cashless-world  
8 Tuft University and NIBM, The Cost of Cash in India, 

http://fletcher.tufts.edu/~/media/Fletcher/Microsites/Cost%20of%20Cash/COC-India-lowres.pdf  

http://finance.du.ac.in/du-finance/uploads/pdf/Reports/watal_report271216.pdf
https://www.livemint.com/Politics/GmhURcPLLXFj0LxQ1ctGqK/Govt-departments-submit-plans-to-meet-digital-transaction-go.html
https://www.livemint.com/Politics/GmhURcPLLXFj0LxQ1ctGqK/Govt-departments-submit-plans-to-meet-digital-transaction-go.html
https://www.npci.org.in/product-statistics/upi-product-statistics
https://hbr.org/2016/05/the-countries-that-would-profit-most-from-a-cashless-world
http://fletcher.tufts.edu/~/media/Fletcher/Microsites/Cost%20of%20Cash/COC-India-lowres.pdf


Technology (MeitY) constituted a Digital Payment Security Committee headed by the Secretary. 
MeitY started its deliberations in the Q1 of 2017. The report has been submitted and is awaiting 
publication. 
 
 

Brief note on global initiatives for cashless societies 

Denmark has decided to eliminate physical currency from their use  in an effort to make it 9

easy to do business and boost economic growth. The central bank decided back in 2016 to 
stop printing cash and minting coins. Many of the banks today don’t carry cash. Similar trends 
are afoot in countries like Sweden, which is considered the most cash free societies in the 
world and they predict that they will become a completely cashless society by 2030. Peter 
Bofinger , a German economist, notes that “If we get rid of the physical currency, the black 10

market and drug market will come to an end. It will be easier for the central bank to fulfil their 
monetary policies”. The former Treasury Secretary of the United States, Larry Summers, 
Harvard economist Kenneth Rogoff, and Citigroup economist Willem Buiter  have hinted that 11

cash is the main cause behind tax evasion. 

 

2.1. Digital Payment Modes 
In an effort to promote the digital payments, the government of India has launched a cashless 
India campaign  and focussing on promoting a broader adoption of the the following modes of 12

payments. 
 

 
 
The government has taken a number of proactive steps to incentivize the adoption, some of 
which includes: 

1. No excise duty on PoS devices 
2. Benefit of lower rate of Income Tax on digital turnover (from 8% to 6%) for small 

businesses under Section 44AD of Income Tax Act, 1961 
3. Public Sector Banks(PSBs) not to charge fees for transactions settled on Immediate 

Payment Service (IMPS) and Unified Payments Interface (UPI) in excess of rates 

9 Denmark hopes to boost its economy by eliminating cash 
https://qz.com/399531/denmark-hopes-to-boost-its-economy-by-eliminating-cash/  

10 German Economist: ‘Stand Up for the Abolition of Cash,’ Stand Up for Central Banks 
https://cointelegraph.com/news/german-economist-stand-up-for-the-abolition-of-cash-stand-up-for-ce
ntral-banks  

11  https://www.wsj.com/articles/the-plot-to-kill-the-100-bill-1455667926  
12 The Cashless India Campaign,  http://cashlessindia.gov.in/index.html  

https://qz.com/399531/denmark-hopes-to-boost-its-economy-by-eliminating-cash/
https://cointelegraph.com/news/german-economist-stand-up-for-the-abolition-of-cash-stand-up-for-central-banks
https://cointelegraph.com/news/german-economist-stand-up-for-the-abolition-of-cash-stand-up-for-central-banks
https://www.wsj.com/articles/the-plot-to-kill-the-100-bill-1455667926
http://cashlessindia.gov.in/index.html


charged for National Electronic Funds Transfer (NEFT) for transactions above Rs. 
1000/-, with service tax being charged at actual;  

4. Union Budget (2017-18): Promoting Digital Payments (Digital Economy) towards 
less-cash society 

3. Digital Penetration and Banking in India 
Cash is by far the most used payment means in the world, comprising of approximately 85% of 
the transactions and 60% by value. The Boston Consulting Group’s survey on the state of 
banking within India reports an expected growth of at least 3 times in mobile banking  over the 13

next 5 years.  
 

3.1. The brick and mortar payment channels remain dominant in India 

 
 
As per an analysis made by BCG survey and a report published by Dr. Malvia , the channel 14

usage in India sees heavy infrastructure intensive utilization. Branch and ATM utilization is at 
around 92% in India, whereas in the US, usage is only 36%. 

3.2. Digital Frauds in India 
The Reserve Bank of India (RBI) has issued detailed directions  about classification & reporting 15

of fraud by all the Scheduled Commercial Banks (SCBs).  As per these directions, frauds in 
banks have been classified into the following categories. 
 

13 BCG and IBA, Digital and beyond, 
http://image-src.bcg.com/Images/FIBAC-Digital-Beyond-Aug-2016_tcm21-40617.pdf  

14 International Institute of Professional Studies, Devi Ahilya University, Indore,  Mobile  banking current 
status in India, Dr. Surendra Malviya   http://www.managejournal.com/download/100/2-5-23-300.pdf  

15 Master Directions on Frauds – Classification and Reporting by commercial banks and select FIs 
https://rbi.org.in/scripts/NotificationUser.aspx?Id=10477  

http://image-src.bcg.com/Images/FIBAC-Digital-Beyond-Aug-2016_tcm21-40617.pdf
http://www.managejournal.com/download/100/2-5-23-300.pdf
https://rbi.org.in/scripts/NotificationUser.aspx?Id=10477


● Misappropriation and criminal breach of trust. 
● Fraudulent encashment through forged instruments, manipulation of books of account or 

through fictitious accounts and conversion of property. 
● Unauthorised credit facilities extended for reward or for illegal gratification. 
● Cash shortages. 
● Cheating and forgery. 
● Fraudulent transactions involving foreign exchange 
● Any other type of fraud not coming under the specific heads as above. 

 
Banks have to report frauds electronically  in a specific format to the Central Fraud Registry 
(CFR). CFR is a web-based and searchable database available to banks. In addition to this, RBI 
has also issued a limited liability circular for customer protection  that limits the liability of the 16

customer in case of unauthorized transactions. 
 
As per data shared  by the government in the Lok Sabha, a total of 12,778 cases of fraud were 
reported in all scheduled commercial banks in the 3 years between 2014-15 and 2016-17. The 
Public Sector banks reported 8622 cases while the Private banks reported 4156 cases. The 
involvement of staff was reported in more than 13% of the fraud cases. 
 

 
Source: The logical Indian  17

 
There are upwards of more than ₹ 200 Cr in cheque/debit cards/credit cards fraud , with 18

majority of them reported in Maharashtra. 
  

16 Customer Protection – Limiting Liability of Customers in Unauthorised Electronic Banking 
Transactions  https://www.rbi.org.in/scripts/NotificationUser.aspx?Id=11040  

17 More Than 12000 Cases Of Bank Fraud Detected In The Last 3 years, 
https://thelogicalindian.com/awareness/more-than-12000-cases-of-bank-fraud-detected-in-the-last-3-y
ears-2/  

18 LOK SABHA UNSTARRED QUESTION NO. †3068 for 5.1.2018 regarding “Bank Frauds”, 
http://164.100.47.190/loksabhaquestions/annex/13/AU3068.pdf  

https://www.rbi.org.in/scripts/NotificationUser.aspx?Id=11040
https://thelogicalindian.com/awareness/more-than-12000-cases-of-bank-fraud-detected-in-the-last-3-years-2/
https://thelogicalindian.com/awareness/more-than-12000-cases-of-bank-fraud-detected-in-the-last-3-years-2/
http://164.100.47.190/loksabhaquestions/annex/13/AU3068.pdf


 
 
RBI introduced Additional Factor of Authentication to prevent CNP (Card Not Present) frauds 
and consequently all domestic transactions require, a second factor authentication in form of 
OTP delivered over SMS. In Dec 2016, RBI issued a notification to relax the Additional Factor 
Authentication norms to not require an OTP for low value transactions below an amount of 
₹2000 .  19

 
However, these official numbers may not tell the true picture. There have been mounting 
number of low value fraud cases as increasing number of consumers are getting exposed to 
digital modes of transacting, many for the first time and several consumers lacking any digital 
literacy. The problems may be exacerbated because the apps and SMS notifications might not 
be available in local/regional language and the relative poor understanding by the customers 
about the features and functionalities offered by their banks may create opportunities for such 
frauds to be perpetrated. In many of these fraud cases the victim is compromised in revealing 
the card, pin or other OTP details through varieties of social engineering and fear tactics. 
Typically, these frauds are perpetrated against the more vulnerable section of population such 
as pensioners, elderly folks and people who are not very tech savvy. The Pune Police itself has 
registered approximately 2693 cases of law value frauds since the beginning of 2017 up until 
Oct of the year.  Despite the circular from RBI on customer liability, in several of these cases, 
since the fraudsters manage to extract credentials and pins from the victims, the compensation 
and restoration is not provided, for various reasons, such as: 
 

(1) The customer has revealed the PIN and consequently it is not considered a fraud and 
banks are not required to compensate the customer in such cases. In these cases, the 
bank may not even classify these incidents as fraud or report them. 

19  Card Not Present transactions – Relaxation in Additional Factor of Authentication for payments upto ₹ 
2000/- for card network provided authentication solutions 
https://www.rbi.org.in/Scripts/NotificationUser.aspx?Id=10766&Mode=0  

https://www.rbi.org.in/Scripts/NotificationUser.aspx?Id=10766&Mode=0


(2) The banks themselves might be reluctant to compensate the customers in such cases 
since there are no grounds to establish and distinguish between a genuine cases from 
the fraudulent claims. 

 
The incident reporting of such low value frauds may also not provide accurate representation 
because of the complex process, apathy and low consumer confidence in the funds recovery 
system and consequent low reporting of such frauds. It appears that banks are not classifying 
these incidents and reporting them as frauds to CFMC (Central Fraud Monitoring Cell, RBI). 

4. Building Blocks and Drivers of Digital Growth 

4.1. High National Internet and Mobile penetration  
India currently (Sept 2018) ranks 89 in terms of Internet speed ranking . With over 460 million 20

internet users, India is the second largest online market with approximately 33.4%  digital 21

penetration, ranked only behind China. By 2021, there will be about 635.8 million internet users 
in India. As per the Akamai report India also broke into the top-10 rankings in the IPv4 
broadband connectivity chart, with 5.3 percent quarter on quarter growth. Now, the country has 
over 18 million unique IPv4 addresses. With the launch of Reliance Jio, IPv6 adoption has shot 
up by a whopping 715 percent quarter-to-quarter and stood at 17 percent of all the traffic in Dec, 
2016 . The government has allocated Rs10,000 crore for the BharatNet Project that involves 
laying optical fibre in 1.5 lakh village panchayats. This will enable the setting up of wi-fi hotspots 
and provide access to inexpensive digital services .  22

 
  

Growth of Internet Users and Mobile Internet in India 
 

20 WikiPedia, Countries Internet Speed, 
https://en.wikipedia.org/wiki/List_of_countries_by_Internet_connection_speeds  

21 Statista, Smartphone penetration in India, 
https://www.statista.com/statistics/257048/smartphone-user-penetration-in-india/  

22 BharatNet, 
https://qz.com/india/900077/budget-2017-18-after-demonetisation-india-has-unveiled-a-budget-to-ma
ke-everyone-happy-except-politicians/  

https://en.wikipedia.org/wiki/List_of_countries_by_Internet_connection_speeds
https://www.statista.com/statistics/257048/smartphone-user-penetration-in-india/
https://qz.com/india/900077/budget-2017-18-after-demonetisation-india-has-unveiled-a-budget-to-make-everyone-happy-except-politicians/
https://qz.com/india/900077/budget-2017-18-after-demonetisation-india-has-unveiled-a-budget-to-make-everyone-happy-except-politicians/


4.2. Smartphone as payment platform 
As per the NASSCOM-AKAMAI report 70% of E-commerce transactions will happen on mobile 
by 2020. As per the BCG Google Report , the total transactions conducted via digital payments 23

will be in the range of $ 500 billion. Transactions carried out by the mobile wallet in India 
touched $ 8 billion in 2015-16, from 1.5 billion in the previous year.  
The smartphone has revolutionized the payment systems by extending the reach of the 
customers to make digital payments and transact efficiently with greater convenience.  From 
M-PESA in Kenya, Tencent’s WeChat red envelope in China, and the PayTM in India, the 
non-bank payment options are well adapted in their home country. The smartphone penetration 
in India stands at 33.4%. Between October 2015 and 2016, the Mobile banking transactions 
grew 175%, while money transacted using mobile banking grew 369% from October to October, 
according to an IndiaSpend analysis of Reserve Bank of India (RBI) data. 
 

 
Mobile Banking Fastest Growing Digital Platform,  Source:   business-standard 

 
Digital wallets are one of the payment channels with greatest potential, due to their easy 
usability and their adoption to the smartphone ecosystems. In some not so distant future, people 
may be able to leave their home with just their mobiles, without their physical wallets. 
 

4.3. Tokenization 
Tokenizations provides mechanisms that replaces sensitive data with unique symbols for 
identification and has great application in revolutionizing the payments system be it via digital 
wallets, internet banking or payment gateways. It has immense applicability in the contactless 

23 BCG & Google, Digital Payment 2020 - The making of the $500 Billion Ecosystem in India , July 2016 
http://image-src.bcg.com/BCG-Google%20Digital%20Payments%202020-July%202016_tcm21-3922
1.pdf  

http://www.business-standard.com/article/economy-policy/post-demonetisation-digital-payments-are-down-15-116122700098_1.html
http://www.business-standard.com/article/economy-policy/post-demonetisation-digital-payments-are-down-15-116122700098_1.html
http://image-src.bcg.com/BCG-Google%20Digital%20Payments%202020-July%202016_tcm21-39221.pdf
http://image-src.bcg.com/BCG-Google%20Digital%20Payments%202020-July%202016_tcm21-39221.pdf


payment applications and secures user information for instant transactions. Apple Pay, 
Samsung Pay & Google Wallet are some examples of the tokenized mobile payment 
applications. These payment mechanisms use Near Field Communication for payments at the 
retail outlet and have an initial registration process in which the card data is exchanged for a 
digital token. The digital token is secured using secure elements in the mobile devices. Apple 
uses Secure Element (SE) technology to store card/cardholder data and do cryptographic 
processing. Secure Element can embed either in the phone or SIM card. This method is 
primarily a device based, hence, limits the possibilities of NFC transactions to the specified 
devices. More recently, Google introduced Host Based Card Emulator (HCE) technology, which 
offers cloud enabled and device independent method to complete transactions. The banks and 
companies are opting to change real numbers on the card with encrypted tokens, thus 
enhancing the security. 

4.4. Simplifying merchant enablement 
The digital growth requires support for various modes of payments. The infrastructure should 
support this. Currently there are approximately 26.92 Lakhs PoS in India . Alternative modes of 24

payments such as through mobile wallet applications and Bharat QR code, BHIM app, which 
offer greater flexibility to the merchant and customer will provide the impetus needed to tip over 
the digital conversion. To reach the average levels of BRIC countries, India will need 2 Crore 
(Point of Sale) PoS terminals, approximately 7.5 times the current number of PoS instruments 
available. 

5. Technology intervention to strengthen the security 
of the digital payment landscape 
Technology provides the underpinning of the digital transformation of the financial system thus 
fuels the growth. If the technologies is not used effectively and appropriately, it can also create 
fissures and opportunities of frauds and cyber crime. Following are some ways that would 
enable organizations to build a resilient digital payment transformation. 
 

1. Using alternative forms of out of band authenticators : When RBI introduced use of 
an additional factor of authentication, it did not mandate that SMS be used, however 
most organizations have adopted a SMS based mechanism as the second factor 
authentication mechanism. SMS based second factor authentication mechanisms are 
not very secure because SMS is not considered a secure communication channel. NIST 
publications  point out weakness in use of SMS as channel for out of band 25

authenticator. As an alternative, there are soft token  based authentication mechanisms 26

that could be used. These are well defined standards that can be used to provide an app 
generated SFA OTP tokens, these in combinations with the app notifications may not 
just provide a better security, but also enhance user experience. 

24 RBI,  ATM & Card Statistics for May 2017 ,  https://www.rbi.org.in/scripts/ATMView.aspx?atmid=75  
25 Questions…and buzz surrounding draft NIST Special Publication 800-63-3, 

https://www.nist.gov/blogs/i-think-therefore-iam/questionsand-buzz-surrounding-draft-nist-special-publ
ication-800-63-3  

26 WikiPedia, Google Authenticator  https://en.wikipedia.org/wiki/Google_Authenticator  

https://www.rbi.org.in/scripts/ATMView.aspx?atmid=75
https://www.nist.gov/blogs/i-think-therefore-iam/questionsand-buzz-surrounding-draft-nist-special-publication-800-63-3
https://www.nist.gov/blogs/i-think-therefore-iam/questionsand-buzz-surrounding-draft-nist-special-publication-800-63-3
https://en.wikipedia.org/wiki/Google_Authenticator


2. Invest in real-time fraud detection technologies:  Many mature banks implement 
robust anti-fraud measures and detect anomalous transactions and are able to alert the 
customers, such capabilities needs to be strengthened. Such services must become a 
differentiating factors and help attract businesses and customers to the bank. 

3. Focus on strengthening the response and recovery, rather than just prevention : 
Today when a customer has become a victim of a cyber fraud, the first thing, that is 
required of him/her is to file a FIR. The information sharing and quick actions are 
essentials to mitigating losses from such frauds. A platform for collaboration between the 
customer, law enforcement, the banks and other stakeholders must be developed to 
make information exchange more efficient and less arduous for the customers to raise 
their grievances. New technologies such as Blockchain may provide mechanism for 
quick disintermediation in a multi-stakeholder environment. 

4. Offering default modes and transaction limits to the customers   based on their 
relative risk profile : The banks must provide flexibility to their customers in configuring 
their transaction limits across various different payment channels to limit and mitigate 
risks of misuse. Many customers are issued credit and debit cards, but hardly utilize 
them and feel at risk. It is best to limit the transactional limits for such customers.  

5. Tokenization : The tokenization of credit and debit card can further enhance the security 
of the overall ecosystem by protecting the exposure of the card number and PIN, by 
instead utilizing a digital token bound to a device. Such digital payment transactions are 
more secure than the direct use of credit card and debit cards.  

6. Summary 
India is unique in many ways. There are multitudes of languages that creates challenges in 
creating customer awareness and consequently hampers the reach of digital penetration. India 
however will be the world’s youngest country with an average age of 29 by 2020 and it is 
evident that younger people adopt to technologies fast. India is also on a robust growth path 
and it is predicted that India will be the world’s 3rd largest economy by 2032. Despite the poor 
infrastructure and low ranking in the Internet speed, the smartphone penetrations has grown to 
33.4% enabling access to Internet and mobile platforms in remote areas. The evolution of 
mobile banking and other mobile payment channels bring the digital payment technologies 
within the reach of many, where it was previously inaccessible. Stronger push by the 
government will further fuel the adoption of digital modes of payment. This paper suggests 
some technology interventions that financial institutions could consider to strengthen the digital 
payment landscape in India. 
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